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FOREWORD

Ensuring the security of nuclear facilities is a critical element in preventing theft of nuclear materials and
sabotage that could result in a radiological release. The international community has traditionally
focused on physical threats to facilities – for example, armed militants gaining access to or damaging a
facility. A newer threat has now gained attention – the threat of a cyber attack on a facility that could
lead to either an act of theft or sabotage – and is presenting new challenges to facility operators as well
as national authorities. Given the increasing use of digital controls, it is expected that these challenges
will only continue to grow.
The Nuclear Threat Initiative (NTI) has launched several projects to (i) understand the threat and current
efforts to address the cyber-nuclear threat; (ii) identify gaps in current efforts and major challenges; and
(iii) consider a path forward for addressing these challenges. This research paper presents the results of
one of those projects conducted in joint cooperation between NTI and ISS. The purpose of this project is
to understand and characterize current national approaches to cyber-nuclear security.
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1

Abstract

As the threat landscape changes and as new actors – from criminal organizations to nation states – get
involved, the threat to nuclear facilities from cyber attacks is increasingly perceived as a growing, real
problem. Recent complex attacks have been designed to target to instrumentation and control (IC)
systems with all the potential consequences for safety and security such attacks may carry. Cyber
security has become an essential element of the overall security framework of nuclear facilities and it is
establishing itself as a priority for facility operators and national regulators.
This study focuses on characterizing what several countries are doing at the national level and introduces
a potential model for developing a national approach to cyber security at nuclear facilities. The study
focused on China, Germany, Russia, South Africa and the United States.
Thematically, this study focuses on the legal, regulatory, and institutional frameworks looking—i.e., the
range of measures taken at the national level (see Figure 1 below). It compares laws, regulations,
regulatory frameworks, licensing and other associated regulatory activities analyzing differences and
similarities across the countries surveyed. The range of activities considered in the study provides a
model—or the essential elements—of a national legal and regulatory framework necessary to ensure
cyber security at nuclear facilities.
As a general conclusion the study found a wide spread in the maturity of national approaches to cyber
security at nuclear facilities in the five countries surveyed. Whereas in some countries (Germany, the
United States) the program has been fully institutionalized and most of its components have been
partially or fully developed and implemented, in other countries the implementation is still fragmented,
lacking institutional backing, or is near non-existent. A similar spread is likely found in other countries
outside of the study.
Given the wide spread of maturity and the growing threat posed by cyber attacks—and the possible
consequences of a cyber-mediated theft of nuclear materials or sabotage of a nuclear facilities, countries
with nuclear programs should take the steps needed to put in place the national and regulatory
frameworks necessary to ensure effective cyber security at nuclear facilities, or strengthen existing
frameworks, in line with the model framework presented in this study. Countries that have new nuclear
programs or are at the early phases of developing nuclear programs may also need assistance from
international organizations like the International Atomic Energy Agency (IAEA) and other countries with
more advanced programs.
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2
2.1

Introduction and Methodology
Motivation

The threat from cyber attacks is increasingly perceived as a problem of national and international
security as cyber attacks grow in number and sophistication and as actors behind them are no longer only
private hackers or organized criminals but also nation states. Likewise, attacks once confined to networks
and business computer systems have now been extended to instrumentation and control (IC) systems
with all the implications and potential consequences such attacks may carry.
Nuclear facilities – in operation or being built – have progressively become heavily reliant on digital
instrumentation or digital control systems or computer based information systems (IS). This is a
consequence of the disappearance from the market of analog products as the digitalization of
operational functions and working processes increases in quality and efficiency. This development gives
rise to new threats as has been highlighted during various international events and conferences and
confirmed by the publications of security vulnerabilities in the area of process control and automation
systems.
There are several current developments which focus heavily on the role of IT/cyber security in the context
of nuclear security. First, after the Fukushima disaster an Ad Hoc Group on Nuclear Security (AHGNS)
was established by the Council of Europe to review the safety of all nuclear power plants (NPPs) in the
European Union (EU). Five themes were selected for more detailed analysis, among them “Computer
Security/Cyber Security.” The analysis concluded that, given the key role of information and
communication technology (ICT) and IC systems in any NPP, high priority has to be assigned to cyber
security. In addition, in May 2011, the European Nuclear Safety Regulators Group (ENSREG) and the
European Commission (EC) agreed on a two-track process to explore relevant safety and security aspects
of cyber security. At the IAEA convened International Nuclear Security Conference in July 2013 cyber
security was highlighted as a relevant issue.
While writing policy, planning new measures, and devising new controls are all fundamental activities to
advance the field of cyber security, being able to clearly understand and characterize the current
situation around the globe is at least as important. Therefore, this study focuses on characterizing what
several countries are doing at the national level and introduces a potential model for the developing a
national approach to cyber security at nuclear facilities.

2.2

Scope and Goals

This research project was undertaken as a joint collaboration between the Nuclear Threat Initiative (NTI)
and the Institute for Security and Safety at the Brandenburg University of Applied Sciences (ISS). ISS has
been working in the area of cyber-nuclear security for some years now and is internationally recognized.
The project was funded by NTI as one of the first steps in achieving NTI’s objectives for cyber-nuclear
security. NTI’s overall objectives include strengthening the security of nuclear materials and facilities
around the world – cyber-nuclear security is an important element of this. As a first step, NTI believed
that it was important to characterize how a diverse set of countries are approaching cyber security at
nuclear facilities.
By cyber security we understand all processes and mechanisms by which any digital equipment,
information or service is protected from unintended or unauthorized access, change or destruction. By
cyber security as a component of nuclear security we mean the range of measures enacted to prevent,
detect, or respond to the theft of Category I nuclear material or the sabotage of a nuclear facility that
could result in catastrophic consequences through cyber-attacks, either alone or combined with physical
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attacks. The scope of this study is restricted to civilian nuclear fuel cycle facilities, e.g., enrichment or fuel
fabrication plants, power plants, reprocessing facilities, research reactors, etc.
The impetus for the focus on cyber security is that it is one of the most significant new key elements that
have entered the nuclear security arena in the last decades, quickly gaining prominence and significance
due to growing reliance on digital equipment and to game-changing events like the Stuxnet attack. After
several years in which cyber security at nuclear facilities has evolved from ad hoc measures and pilot
projects to a fairly established and important element of overall nuclear security, it is important and
timely to try and capture a comparative snapshot of where its implementation stands in several
countries.
Specifically, this study focuses on the legal, regulatory, and institutional frameworks for cyber security
looking in detail at the range of measures affecting the higher levels of the hierarchy of responsibilities.
The study’s comparative analysis focuses on national legislation, regulatory frameworks, regulations and
guidance, licensing and other associated regulatory activities; thus we left aside, in this first project, the
more operational and technical aspects of cyber security and their implementation at the facility level.
The following figure shows the various tiers of cyber security needed to address the cyber threat at
nuclear facilities and indicates the tiers at the nation state level, which is the focus of this study:

Legislation
Regulatory Framework

Nation State's Level

Licensing Process
Quality Assurance Program
Training & Qualification
Good Operating & Maintainance Practices
Intrusion Detection Systems
Approved Procedures
Security Systems
Physical
Barriers

Figure 1: Defence-in-depth model for cyber security in the nuclear context
This approach allows a more direct comparison between countries as it reflects a national approach and
not individual initiatives of facilities or organizations. Also an analysis of these top tiers of the cyber
security programmes provides an understanding of the influence legal and regulatory instruments have
on operational and facility level implementation of cyber security. Last, the fact that laws and regulations
are often made available to the public permits a more thorough data collection and concurrent
verification of sources.
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2.3

Methodology

The methodology for data gathering combines open source analysis with a questionnaire directed at
experts, officials and academics in the five countries chosen. The questionnaire was devised to not only
verify the existence of specific elements within a country’s nuclear security framework, but also to try
and characterize the maturity and breadth of their implementation. The data was collected through a
combination of questionnaires collection through email, interviews and direct feedback from key
national experts. The data was then checked for consistency with available sources and contrasted with
data from the other countries to obtain a comparative overview of the state of implementation of cyber
security in nuclear programs. This led to conclusions on the current level of maturity of the programmes
as well as a characterization of the programmes themselves. The five countries chosen (China, Germany,
Russian Federation, South Africa and the United States) all have nuclear power plants and range from
very large infrastructures (e.g., the US with 99 nuclear power plants (NPPs henceforth) and several other
nuclear fuel cycle facilities) to very small (e.g., South Africa, with 2 NPPs) and cover a wide geographical,
cultural and economic distribution.
While there are not yet recognized international standards on how the national infrastructure for cyber
security should be organized, several international and national organizations have published guidance in
this direction ranging from high level guidance documents (IAEA1, WINS2) to detailed technical guidance
(e.g., ANSI/ISA3). From these documents and existing best practices in the nuclear and other sectors it is
possible to model a preferred scenario of how such a cyber security infrastructure could be configured;
this study outlines some of the elements of such a model infrastructure and analytically compares them
to the frameworks found in the sample countries.

2.4

Model Framework

The IAEA Nuclear Security Fundamentals document (NSS20) provides the objective and essential
elements of an appropriate and effective national nuclear security regime. The NSS20 approach is
broader than is needed for cyber; but most essential elements can play a role when assessing a nation
state in terms of nuclear-cyber readiness, such as ‘Identification and Definition of Nuclear Security
Responsibilities’, ‘Legislative, Regulatory Framework’ or ‘Identification and Assessment of Nuclear
Security Threats’.
The structure of the report is ordered according to the project’s adapted assessment objectives and
potential model, and is summarized as follows:
I.

National legislation

At the highest level, legislation should ideally reflect a contemporary approach to nuclear security, i.e.,
reflecting the rapid evolution the field has seen since 2001 and among others, incorporating concepts
expressed in the 2005 amendment to the Convention on the Physical Protection of Nuclear Material
(CPPNM)4 as well as including or referring to the security of information (or more explicitly cyber
security) as one of the key elements of nuclear security. In this context it is probably more feasible to do
so in those national legislations where nuclear security is separate from generic nuclear laws dealing with
the promotion and regulation at large of any activity involving radioactive materials or nuclear energy
generation.
II.

Regulatory framework

Likewise, legislation should operate at the correct level and avoid rapid obsolescence by steering clear
from legislating specific details which are bound to evolve rapidly (like technology) and should instead
focus on establishing the framework for the correct operation of a regulatory authority, on its ability to
write and enforce regulation and on the criminalization and prosecution of relevant crimes.
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III. Regulations and guidance
Regulations instead, are standards adopted as rules by the relevant authority to implement, interpret, or
make specific the laws enforced or administered by the authority itself. These are needed so that the
industry may have detailed guidance and a clear interpretation of the law. Regulations have at the same
time the possibility to evolve and adapt more rapidly than legislation given a lighter
approval/modification procedure involving fewer stakeholders.
IV. Licensing
Ideally cyber security should be embedded from the start into the design of nuclear facilities themselves
and their associated security plans. One of the crucial instruments to ensure this happens and is
maintained – as a design goal and as an element of safety and security culture – throughout the lifecycle
of an NPP are the licensing process and its enforcement.
V.

Associated regulatory activities

From supply chain control to personnel security to law enforcement training, many collateral issues may
have a strong impact on the cyber security of nuclear facilities. We try to examine and characterize a few
of those of highest relevance.
VI. Cyber Security education
Centres of higher education focussed on cyber security or nuclear security can provide research,
fundamental to advance the field, as well as a highly trained workforce, necessary to ensure the
adequate level of competence in the facilities.

2.5

Reading Note

The full list of questions used in the survey is found in Appendix I and questions are referenced
throughout the text by their number. Bibliographical and legislative references are in the endnotes.

The survey is a project of the Institute for Security and Safety (ISS) at the Brandenburg University of Applied
Sciences in cooperation with, and funded by, the Nuclear Threat Initiative (NTI).
June 2015, First Edition

6/29

3

National Legislation

In this section we chose questions that verify the existence of legislation on nuclear and cyber security
and how these cross-relate to each other and to international legal instruments with the aim of
characterising the legal framework for cyber security at nuclear facilities.
(Q.1) It is not surprising that, with the exception of China, every country surveyed has some form of
generic nuclear law (e.g. a law establishing a nuclear power programme and its related infrastructure) in
place. China is drafting two nuclear related laws, one of which will cover nuclear security and currently
regulates nuclear facilities through ministerial regulations and directives. Most of these generic laws are
15 or more years older as legislation on nuclear activities is a well-established, mature practice that has
been continuously promoted by international organizations like IAEA.
Writing legislation specifically dedicated to nuclear security is a more recently established practice.
Nonetheless, in three out of five countries surveyed we find that nuclear security has their own dedicated
legislative instruments, usually promulgated within the last ten years. Of the other two countries, China
is currently drafting its nuclear security related laws and South Africa has not updated its legislation
beyond its generic nuclear laws of 1999 in which some references to security are found. Of note is also
that in some cases safety and security are addressed within the same legislation.
As the rise to prominence of cyber security is very recent it is unsurprising that only two out of three
countries, Russia and Germany, address cyber security explicitly within their nuclear laws or nuclear
security laws as most of these would have been drafted earlier.
(Q.2) Generic cyber security legislation is commonly drafted independently from the nuclear or even the
critical infrastructure sectors and most of these generic cyber security laws are of recent creation. Out of
five countries only the US and China do not have generic national legislation on cyber security, while
Russia and Germany even explicitly reference nuclear security in their cyber security laws. Some
countries have more than one single legal instrument addressing cyber security, often with different
pieces of legislation addressing various aspects of cyber and information security.
(Q.3) All of the five countries surveyed have issued one or more national policies addressing cyber
security. None of these policies is specifically dedicated to nuclear facilities but in some cases they are
specifically dedicated to the cyber security of national critical infrastructure (Germany, US).

3.1

Tables of Characteristics

Q.1 Specificity of nuclear security legislation
Characteristics
Countries
No nuclear law
China
A generic “nuclear law” dealing broadly with issues relating to
South Africa5
the implementation of nuclear power with few or no explicit
references to nuclear security
A generic “nuclear law” with explicit references or detailed
sections dedicated to nuclear security
A law specifically dedicated to nuclear security (the latter often
US6, Germany7, Russia8
in conjunction with more generic “nuclear laws” within the same
legal system)
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Q.1.1 References within nuclear legislation to cyber security
(or information security or confidentiality)
Characteristics
Countries
Nuclear or nuclear security laws with no mention of cyber
South Africa, US
security or information security or protection of confidentiality
Nuclear or nuclear security laws with explicit references to cyber
security or information security or protection of confidentiality
Nuclear or nuclear security laws with specific sections dedicated Germany9, Russia10
to cyber security
Q.2 Cyber security legislation
Characteristics
Countries
No legislation regarding cyber security is in place
US, China
Legislation on cyber security is in place, no explicit provisions for South Africa11
critical infrastructure or nuclear facilities
Legislation on cyber security is in place, and either has
Russia12, Germany13
dedicated sections for critical infrastructure or nuclear facilities
or separate laws covering the cyber security of these exist
Q.3 Cyber security policies
Characteristics
Countries
No national policy regarding cyber security has been issued
National policy(-ies) regarding cyber security has been issued,
Russia14, Germany15, US16,
partially applicable nuclear facilities
China17, South Africa18
National policy(-ies) regarding cyber security has been issued,
and either has dedicated sections for nuclear facilities or
separate policies covering these exist

4

Regulatory Framework

This section of the study examines the regulatory frameworks with respect to nuclear and cyber security
with a focus on which authorities exist, which competencies they have and how they relate to each other.
The study also looked at the specific capabilities available to these authorities and at the characteristics
of their cyber security programmes.
(Q.5) All countries surveyed have established some regulatory authority for (non-nuclear) cyber security.
In most countries more than one agency or authority has some role or responsibility to play in regulating
cyber security. It is unclear from the data gathered in most countries whether the work of these
authorities is coordinated, hierarchically organized or clearly divided along topical lines, perhaps
reflecting the lack of maturity of this relatively new field of regulations. The spectrum ranges from South
Africa, where four entities are reported as having cyber security regulatory roles, to China where the
major regulatory power on the issue is concentrated at the Ministry of Public Security and the Ministry of
Industry and Information Technology. 19
(Q.6) In a similar fashion, all countries surveyed have established authorities regulating nuclear activities.
In comparison to what the study found for cyber security, these authorities have more clearly defined
roles and in each of the five countries there is a clearly defined main regulatory body. (Q.7) In three
countries other authorities alongside the main regulator cover more limited, specific regulatory roles or
The survey is a project of the Institute for Security and Safety (ISS) at the Brandenburg University of Applied
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an explicitly separate function covering military activities (three of the countries surveyed – US, Russia
and China – are nuclear weapon states).
Looking at coordination among different agencies tasked with regulations (Q.8), in the case of cyber
security, in countries where there is more than one body, three out of four countries have established
coordinating bodies, and the South Africa being the only country surveyed lacking this function. A similar
picture is found in the case of nuclear regulations where three countries have multiple responsible
authorities and again only the South Africa lacks a coordinating function.
In all countries where the specific function of regulating cyber security in nuclear activities exists (Q.9)
(four out of five), it is always allocated to an authority already identified as one of the nuclear regulatory
bodies, and in all cases this is actually the main regulatory body. In China there is no authority yet tasked
with this function but its assignment to one of the two nuclear regulatory bodies is under discussion.
The more in depth questions (Q.9.1-5) in the survey detailing the way in which cyber security at nuclear
facilities is regulated were meant to highlight the maturity of the programme in the countries surveyed
but have in the end limited comparative value as relevant information was only available from Germany
and the US. There is limited information regarding Russia, a lack of a properly established programme in
the South Africa and, as already mentioned, no regulation of cyber security for nuclear activities in China.
Only the US and Germany have a unit within their nuclear regulating authority dedicated to cyber
security (Q.9.1). It follows that these two countries also have specific cyber security technical
competencies available (Q.9.3) – in the US directly within the regulator, and in Germany within the
Technical Support Organization (TSO). The US also reports (Q.9.5.1-3) having an independent budget
and head of programme for the regulation of cyber security in the nuclear sector. Three out of five
countries surveyed (Q.10) (US, Russia and Germany) have TSOs with specific competencies in cyber
security that are available to regulators and/or operators and cooperation agreements with the regulator
have been formalized.

4.1

Tables of Characteristics

Q.5 Competent authority (cyber, non-nuclear)
Characteristics
Countries
No competent authority regulating cyber security within the
country has been established
Cyber security regulatory activities are fragmented over
South Africa, US, Russia
multiple authorities having partial coverage of the field
Either one single competent authority exists or multiple
China, Germany
authorities with well-defined and coordinated regulatory
competences
Q.6 Competent authority (nuclear)
Characteristics
Countries
Nuclear security regulatory activities are fragmented over
multiple authorities having partial coverage of the field
Either one single competent authority exists or multiple
Russia, Germany, US, China,
authorities with well-defined and coordinated regulatory
South Africa
competences
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Q.8 Coordinating body (cyber)
Characteristics
Countries
No council or committee has been established
South Africa
A council or committee coordinating various stakeholders for
US, Russia, Germany, China
national cyber security has been established
A council or committee coordinating various stakeholders
specific to cyber security for nuclear has been established
Q.8 Coordinating body (nuclear)
Characteristics
Countries
No council or committee has been established
South Africa
A council or committee coordinating various stakeholders
China
involved in nuclear activities has been established
A council or committee coordinating various stakeholders
US, Russia, Germany
specific to nuclear security has been established
Q.9 Competent Authority for cyber security at nuclear facilities
Characteristics
Countries
No competent authority explicitly regulating cyber security at
China
nuclear facilities has been established
Cyber security at nuclear facilities is the responsibility of the
Germany, US, South Africa
nuclear regulatory body
Cyber security at nuclear facilities is the responsibility of the
Russia
cyber regulatory body
Q.9.1-3 Existence of dedicated unit for cyber security at nuclear facilities
Characteristics
Countries
No unit regulating cyber security exists
South Africa, China
Cyber security regulation is performed by units dedicated to it
Germany, Russia
Cyber security regulation is performed by independent
US
dedicated units with their own programme, budget and senior
management
Q.9 Application of cyber security regulations to nuclear facilities
Characteristics
Countries
Cyber security at nuclear facilities is not formally regulated
South Africa, China
Cyber security of different systems at nuclear facilities is
regulated by different authorities
Cyber security regulation of nuclear facilities is unified under
Russia, Germany, US
one body
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Q.10 Technical support of cyber security regulation of nuclear facilities
Characteristics
Countries
No technical support is available for cyber security
South Africa
Technical support is available for cyber security on an ad hoc
China
basis
Technical support is available for cyber security and regulated
US, Russia and Germany
by formal agreements

5

Regulations and Guidance

In this section questions scrutinize the extent and depth of written regulations in cyber security and
specifically in cyber security in the nuclear sector. These questions also look at how cyber security may be
referenced in regulations pertaining to other aspects of nuclear safety and security.
All countries surveyed (Q.11) (except the US20) have published generic cyber security regulations
covering national infrastructure (i.e., non-specific to the nuclear sector) and the entity publishing and
controlling the regulations corresponds to one of those identified as regulators under question 5 (cyber
security regulator); in the US some sector-wide (i.e., energy & grid) cyber security regulations are in
place. Few details have been made available regarding the status of implementation of the above
regulations in the five countries and they are not sufficient to derive either conclusions on the maturity of
the regulations in individual countries or comparative considerations.
Three out of five countries surveyed (Q.12) possess written regulations regarding cyber security at
nuclear facilities. Countries without written regulations are China (where such regulations are under
consideration) and the South Africa. In the three countries where such regulations exist, the entity
publishing and controlling the regulations corresponds to one of the identified regulators. In Russia the
mandatory regulations are issued by the cyber regulatory body and are adapted at the agency level to
provide detailed guidance for cyber security in nuclear security related systems. Also in Russia, lack of
specific guidance associated with the regulations may denote a lower maturity level for cyber security in
the nuclear sector. In Germany and the US, regulations have been published, are supported by guidance,
are enforced and regularly reviewed, which denotes a higher level of maturity.
Regarding the extension of the coverage of cyber security regulations within the nuclear sector, in the
three countries where they exist, coverage seems to extend to most of the domains (cf. Q. 13.1-14 in
Appendix I for details) identified in the survey. In the interest of a comparative analysis, the following
exceptions are noted:


Germany’s regulations do not cover cyber threat analysis.



Russia is the only country covering cyber security of nuclear material accounting and control
(NMAC) in the regulations.



Russia’s regulations do not cover the nuclear supply chain.

Mechanisms to enforce cyber security regulations are common to three countries and include: licensing,
inspections and oversight processes.
The update of nuclear facilities’ security plans in order to comply with newly published cyber security
regulations (Q.14) took place in both the US as well as in Germany where it was made compulsory. In
Russia the update is recommended but not compulsory for existing installations and will only take place
at the time of upgrade or replacement of existing systems. South Africa reports that nuclear facilities
voluntarily updated their security plans to include cyber security despite the lack of written regulations.
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Regarding cross-referencing of cyber security in existing regulations relevant to nuclear (Q.15), the
picture presents some patterns and some anomalies:

5.1



In all cases (including South Africa), physical protection regulations reference cyber security.



Safety regulations reference cyber security only in the US.



NMAC regulations reference cyber security only in Russia.

Tables of Characteristics

Q.11 Written regulations (cyber security in national infrastructure)
Characteristics
Countries
There are no written regulations regarding cyber security in
US
national infrastructure / only sectorial regulations exist.
There are published written regulations regarding cyber security Russia21, Germany22, China23,
in national infrastructure
South Africa24
There are published, enforced and regularly assessed written
regulations regarding cyber security in national infrastructure
Q.12 Written regulations (nuclear)
Characteristics
Countries
There are no written regulations regarding cyber security at
South Africa, China
nuclear facilities
There are published written regulations regarding cyber security
at nuclear facilities
There are published, enforced and regularly assessed written
Russia25, Germany26, US27
regulations regarding cyber security at nuclear facilities
Q.14 Enforcement of cyber security regulations at nuclear facilities
Characteristics
Countries
Regulations for cyber security at nuclear facilities do not exist
South Africa, China
Regulations for cyber security at nuclear facilities exist but are
not enforced
Regulations for cyber security at nuclear facilities exist and are
Russia, Germany, US
enforced through regulatory oversight and inspections
Q.16 Cross referencing of cyber security in other nuclear regulations
Characteristics
Countries
Safety and security regulations do not reference cyber security
China
Safety regulations make reference to cyber security
US
Security regulations make reference to cyber security
South Africa, US, Russia,
Germany
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6

Licensing

In this section questions examine how cyber security is integrated in the licensing process for nuclear
facilities.
When looking at the licensing process (Q.16), there is continuity with previously analysed regulatory
activities. In fact, it is in the same three countries (Russia, the US and Germany) where considerations for
cyber security are explicitly included in the licensing process and when looking at details, the coverage is
broad in all three countries.
The same pattern is observed for the certification process of individual systems (Q.17) where again cyber
security is only explicitly addressed in Germany, the US and Russia. Again, looking at the specific details
of which systems are covered by the certification process in general there is broad coverage in the three
countries and some specific differences. Of note:

6.1



Safety systems are not included in Russia while business and NMAC systems are



Once again, systems relevant to security are covered in all three countries.

Tables of Characteristics
Q.17 Licensing processes

Characteristics
No mention of cyber security
Cyber security is part of some licensing processes
Cyber security is integrated in most or all licensing processes

Countries
China, South Africa
Russia, Germany, US

Q.18 Systems certification
Characteristics
No mention of cyber security
Cyber security is part of some certification processes
Cyber security is integrated in most or all certification processes

7

Countries
China, South Africa
Russia, Germany, US

Associated Regulatory Activities

In this section the questions survey a set of regulatory activities relevant to cyber security. The purpose of
these questions is to characterize how threat assessment is done, how cyber security training is
integrated in the programme, whether the nuclear supply chain is regulated and whether cyber security
is a component of those regulations. Questions also look at how cyber security and personnel security
can constructively interact.
Three out of the five countries surveyed have a designated authority that conducts cyber threat
assessments for nuclear facilities (Q.18) and in all three cases (Germany, the US and South Africa)
national intelligence is involved in the preparation of the threat information and said information is made
available directly to nuclear facilities. Both the South Africa and the US use the Design Basis Threat (DBT)
as the instrument to communicate threats to facilities, but the US also makes use of additional
instruments (Advisories) to do so.

The survey is a project of the Institute for Security and Safety (ISS) at the Brandenburg University of Applied
Sciences in cooperation with, and funded by, the Nuclear Threat Initiative (NTI).
June 2015, First Edition

13/29

All countries make use of the DBT (Q.18.3) in dealing with threats to nuclear facilities. In two cases (South
Africa and the US) cyber is an integrated component of the main DBT while in Germany it is a separate
DBT document (Cyber DBT) and in Russia and China, DBT and cyber threat assessments are done using
different, separate methodologies.
In only two countries (Russia and the US) does the competent authority provide or facilitate training on
cyber security issues (Q.19) and in both cases only for their own inspectors and not for operators. Topics
covered are similar but it is of note that no training on I&C security is yet provided in Russia.
Again, the same constellation of three out of five countries conducts regular inspections of nuclear
facilities focusing on cyber security issues (Q.20). The methodology in use includes in all cases
verification of compliance with regulations but, in the case of Germany and the US, it adds also
performance based assessments. The US and Russia base their inspections on a triennial cycle while
Germany may run inspections several times a year, conversely the duration of inspections in Germany (12 days) is much shorter than those in the US (1 week) or Russia (3 weeks). Limited information has been
provided on the specific competences of the inspectors. In both Russia and the US, facilities are also
asked to run self-assessments.
Three (US, Russia and South Africa) countries out of five regulate the nuclear supply chain (Q.21) but of
these only Russia and the US explicitly regulate the cyber component of the supply chain.
All countries perform some form of vetting or trustworthiness checks on individuals or third parties
accessing or managing sensitive digital systems (Q.22); in the case of Russia the checks are performed by
the intelligence/security services and happen only if the individual has to have access to confidential
information, it is unclear if systems per se are classified as confidential. Additionally, South Africa and the
US run compulsory trainings on cyber security for individuals or third parties accessing or managing the
sensitive digital systems (Q.23).
Responses regarding the cyber security of activities outside the nuclear sector but relevant to nuclear
security (Q.24) are too fragmented to allow a comparative approach but it is evident that laws and
initiatives are in place at different level of maturity.

7.1

Tables of Characteristics

Q.18 Cyber threat assessment for nuclear facilities
Characteristics
Countries
No cyber threat assessment is performed
China
Cyber threat assessment is performed
Russia
Cyber threat assessment is performed, receives the input of
Germany, US, South Africa
national intelligence and is regularly communicated to
stakeholders
Q.18.3 Cyber DBT for nuclear facilities
Characteristics
Countries
Cyber threats are not considered in DBT or similar documents
China
Cyber threats are integrated in the DBT
South Africa, US
Cyber threats are presented separately from the DBT in a nonRussia
DBT format
The Cyber DBT is a separate complementary document to the
Germany
DBT
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Q.19 Cyber security training
Characteristics
Countries
The competent authority does not provide training
China, Germany, South Africa
The competent authority provides training
US, Russia

Q.20 Cyber security inspections of nuclear facilities
Characteristics
Countries
The competent authority does not conduct inspections on cyber South Africa, China
security
The competent authority conducts reactive/ad hoc inspections
on cyber security
The competent authority conducts regular inspections on cyber Germany, US, Russia
security

Q.21 Regulations of nuclear supply chain
Characteristics
Countries
The nuclear supply chain is not regulated/controlled
China
The nuclear supply chain is regulated/controlled but not its
South Africa, Germany
cyber components
The nuclear supply chain is regulated/controlled including its
US, Russia
cyber components

Q.22 Personnel security of digital systems
Characteristics
Countries
The competent authority does not conduct vetting of
individuals accessing or sensitive systems
The competent authority conducts vetting of individuals
All
accessing or sensitive systems
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8

Cyber Security Education

In this section questions survey the presence of national level initiatives in education for nuclear and
cyber security.
China and Russia offer national level education in nuclear security (Q.25), in Russia even to the level of
academic degrees. Comparatively, every country has educational programmes in cyber security (Q.26)
available also as part (or whole) of academic degrees but not connected to nuclear facilities. The only
country where a national educational program for nuclear IT and/or cyber security exist (Q.27) is Russia.
There seems to be plans to establish such a programme in the South Africa.

8.1

Tables of Characteristics

Characteristics
No national level programme exists
Limited education/training exist
Established education programme

Characteristics
No national level programme exists
Limited education/training exist
Established education programme

Q.25 Nuclear security education
Countries
US, Germany, South Africa
China, Russia
Q.26 Cyber security education
Countries

All

Q.27 Cyber security education for nuclear
Characteristics
Countries
No national level programme exists
South Africa, China
Limited education/training exist
US
Established education programme
Russia
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9

Conclusions

The most general observation that may be derived from the study is an acknowledgement of the wide
spread in the maturity of cyber security programmes within the nuclear industry in the five countries
surveyed. Whereas in some countries (Germany, US) the programme has been fully institutionalized and
most of its components have been partially or fully developed and implemented, in other countries the
implementation is still fragmented, lacking institutional backing or near non-existent.
Another important and reassuring conclusion is to see how in two countries (again US and Germany) the
programme, while not as mature as other longer established nuclear security programmes like physical
protection, has progressed a long way towards formalization and institutionalization and most of the
standard, formal instruments are in place and in force. The observed structure of the programmes
follows logically from legislation to regulations and the regulatory bodies have been empowered with
both authority and means to implement the programmes. Many of the elements of the programmes
have only been recently created and they are often not backed up by significant implementation
experience and will surely need to evolve as the field becomes more established; they have nonetheless
started to propagate their effects onto the operational level within facilities.
In all countries surveyed, the non-nuclear cyber security institutional framework is observed to be more
fragmented and complex compared to the nuclear security framework. This is possibly due to both
historical considerations and the fact that cyber security touches extremely varied aspects of a country’s
infrastructure from telecommunication to intelligence services to national critical infrastructure
protection. Also, despite its rapid rise to prominence it is still not per se a mature field and that is
reflected in the lack of streamlining of the laws and authorities responsible for it. Paradoxically it is found
to be more streamlined within the nuclear industry itself as in almost all countries (with the exception of
Russia) the role of regulating cyber security in the nuclear sector is assigned directly to the nuclear
regulatory authority.
Some cyber security initiatives in the nuclear industry seem to exist in all countries, but we can
distinguish three main modes of operations: a well-defined and institutionalized one like in Germany and
the US; a more fragmented and less formalized approach but still with multiple initiatives and competent
organizations like in Russia; and finally a sporadic and ad hoc approach with little impact like in China or
South Africa.
Several recommendations can arise from the observations and analysis of collected data that will apply
differently according to the maturity and model within each country. At the highest level it is evident that
efforts need to be made in ensuring that cyber security oversight is further streamlined in most countries:
clearly defining the scope of each regulating agency as well as establishing either reporting hierarchies or
coordinating bodies to ensure both full coverage of all sectors and minimizing duplication of efforts and
conflicts of interest. Furthermore, coordination should not only be established among cyber security
bodies but also between entities responsible for nuclear security and cyber security. Much work is left to
be done to integrate cyber security in various services, industries and other aspects of civil and military
processes; with a growing reliance on digital data and services, cyber security will in the long term
naturally take its place as an increasingly standard and predominant element of security. We are
obviously still very far from a steady-state operation as both technologies and threats evolve at a
exceedingly fast pace, so fast in fact that it surpasses most institutional abilities to keep up and absorb
change. The resulting danger is that this currently creates a very asymmetrical field, where institutions
are always trying to catch up with unknown threats and threat agents.
However cyber security may evolve long term, it is crucial that states start gathering the momentum
necessary to keep abreast of the changes and adopt a pragmatic approach towards establishing the
necessary infrastructure for tackling threats. Where responsibilities for cyber security are fragmented,
redundant or unclear or where it is unsure whether the legal and regulatory coverage is thorough and
exhaustive, the state could commit to a rigorous review of their legal instruments and infrastructure and
ensure gaps are filled and responsibilities are properly assigned and coordinated. In many of the cases we
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observed, the creation of one single agency/organization overseeing the application of cyber security to
all the many domains it affects seems not to be the preferred solution. Rather, the establishment of a
lighter weight coordination council/body regrouping the agencies responsible for the different domains
of application of cyber security seem to be a more efficient answer – definitely for the short term and
possibly also as a long term solution.
Regarding cyber security in the nuclear sector, it seems also reasonable to suggest that the nuclear
regulatory body (or the appropriate one among them) should be directly and primarily involved in the
oversight of cyber security at nuclear facilities, whether on its own, in cooperation with a cyber
regulatory body and/or with the assistance of relevant technical support organizations. The main
argument for this could be that to understand the threats and the vulnerabilities associated with cyber
security at nuclear facilities a thorough understanding of nuclear security is paramount and takes
precedence over other considerations.
Further efforts need also to be made in ensuring that cyber security is acknowledged and fully referenced
in the other domains protecting the operation of nuclear facilities (e.g., safety, physical security, NMAC).
In particular in some fields – instrumentation & control and physical protection technologies come to
mind – the interaction between the cyber and physical sides is so strong and inextricable that they are
coming into fields of studies and analysis of their own. It is therefore crucial that these interdependences
are rapidly recognized and documented at the appropriate level in guidance instruments. Where
relevant, most safety and security functions may have to be reassessed with a clear understanding of
possible interactions with cyber threats in mind.
In general cyber security concerns should extend to cover the full lifecycle of nuclear facilities and their
components. Therefore cyber security should become a fully incorporated factor in such activities
associated with the operation of nuclear facilities like the management of the nuclear supply chain,
instrumentation certification procedures, personnel security issues, core training curricula or threat
assessment to name a few.
Another set of conclusions derived from this first comparative analysis of cyber security at nuclear
facilities points at the need for more and more comprehensive studies of the field. A most obvious and
more immediate expansion of the current research would obviously involve looking at other countries
that have a significant nuclear industry and extend the comparison to a more significant sample. Besides
allowing the consolidation and refinement of the study’s analysis it could also point to novel solutions or
implementation of the nuclear-cyber security infrastructure.
Another possible expansion of the study could instead point toward other “inner layers” of the defence in
depth scheme. For example it would be extremely valuable to look at how regulations are received and
implemented in the industry and start looking at some of the more operational issues faced by facilities.
An initiative of more immediate application would be a more rigorous development of a cyber-nuclear
security maturity model for the institutional framework. This would enable researchers to more
accurately characterize and describe national frameworks against a more formally defined model. Of
similar utility could be the creation of model regulations or of workshops to help states develop their own
cyber security regulations.
Cyber security, despite a history now reaching almost half a century, remains a young and fast evolving
discipline which will need to mature rapidly due to the growing weight – in threats and consequences – it
carries as digital elements rapidly take over critical functions within our industries and our society.
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10 Appendix 1 – List of Questions
The following is the list of questions that were used to gather data for the project.

Q 1.

Does your country have national legislation in place for nuclear security?
If so,
1.1. Are there, in such laws, any provisions specific to cyber security?
1.2. Which, if any, international treaties and standards are referenced in the national
legislation?

Q 2.

Does your country have national legislation in place for cyber security (not specific to nuclear)?
If so,
2.1. Are there, in such laws, any provisions that apply to nuclear security?
2.2. Which, if any, international treaties and standards are referenced in the national
legislation?

Q 3.

Has the government of your country issued non-legally binding policies (i.e. policy papers,
strategic plans, doctrines or guidelines) covering or impacting cyber security?
If so,
3.1. Is any part of those policies applicable to nuclear security?
3.2. Are those policies publically available?
If so, please send them or add a link:

Q 4.

Please list any additional national legal instruments that regulate cyber security in the nuclear
sector in your country?

Q 5.

Do you have one or more established competent authority responsible for regulating (or who
have oversight of) cyber security within the country? Which are they?

Q 6.

Do you have one or more competent authority in the country that exert functions or have
authority comparable to those defined as a nuclear regulatory body by IAEA standards? Which
are they?

Q 7.

If more than one exists, how are the respective domains of competence subdivided? By
industry/activity? By type of regulations?

Q 8.

Is there a council or committee who harmonizes the work of different agencies having
responsibilities for cyber and/or nuclear security?
If so,
8.1. What is the name of the council? To whom do they report?

Q 9.

Referring to the agencies/bodies identified in questions #5 and #6; which of these are tasked
with regulating cyber security for nuclear facilities?
If so,
9.1. Are there distinct units/departments dedicated to cyber security within these bodies?
9.2. When were they created? Details?
9.3. Describe the cyber security competencies/expertise available within these units? What is
the background (training or education) of the respective staff?
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9.4. If more than one agency/body is identified in question 9. please specify:
9.4.1. Which body regulates cyber security of computer systems?
9.4.2. Which body regulates cyber security of Safety Systems and Instrumentation and
Control (I&C) Systems?
9.4.3. Which body regulates cyber security of Physical Protection systems?
9.4.4. Which body regulates cyber security of Nuclear Material Accounting and Control
systems?
9.5. Is the oversight of cyber security in nuclear facilities a self-standing, independent
programme within the regulatory body?
9.5.1. Is the head of the programme responsible only for cyber security?
9.5.2. Do they report directly to the Director General/CEO?
9.5.3. Is there a distinct budget available for cyber security regulatory activities?
Q 10. Are there government or independent Technical Authorities or Organizations (TA) with specific
competences in cyber security that are available to regulators and/or operators for support?
If so,
10.1. Is TA-Regulator cooperation documented by formal agreement and processes?
10.2. Please describe any such agreements: What type of agreement does the TSO have (e.g. …)
Q 11. Are there any written regulations regarding cyber security in national infrastructure (whether
or not they are specific to nuclear facilities)?
If so, specify details (links or references to regulations are welcome).
11.1. By whom are such regulations written/controlled? When were they implemented and
enforced?
11.2. Characterize the status of their implementation in the nuclear sector:
11.2.1. Have the regulations been published?
11.2.2. Are the regulations supported by guidance?
11.2.3. Have the regulations been implemented in most facilities?
11.2.4. Are the regulations enforced?
11.2.5. Are the regulations periodically assessed?
Q 12. Are there any written regulations regarding cyber security in nuclear facilities?
12.1. If yes, written/controlled by whom? When were they created? Details?
12.2. Characterize the status of their implementation:
12.2.1. Have the regulations been published?
12.2.2. Are the regulations supported by guidance?
12.2.3. Have the regulations been implemented in most facilities?
12.2.4. Are the regulations enforced?
12.2.5. Are the regulations periodically reviewed?
12.3. Is the connection with regulations written for cyber security in non-nuclear sectors, if any,
documented?
Q 13. Do existing regulations cover the following aspects of cyber security within nuclear facilities:
13.1. Development and review of a Cyber security Plan?
13.2. Identification of critical digital assets?
13.3. Analysis of cyber threats?
13.4. Protection of computer systems against cyber threats?
13.5. Protection of Instrumentation and Control (I&C) and Safety systems against cyber
threats?
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13.6. Protection of Physical Protection Systems (PPS) against cyber threats?
13.7. Protection of Nuclear Material Accountancy and Control (NMAC) Systems against cyber
threats?
13.8. Use of defence-in-depth approach?
13.9. Cyber security evaluation of individual components?
13.10. Cyber security in the supply chain of (critical) digital assets?
13.11. Implementation of cyber security incident response?
13.12. Cyber security awareness/training?
13.13. Cyber security assessment?
13.14. Please add any additional aspects of cyber security covered by regulations:
Q 14. Have facilities’ existing security plans been updated following the introduction of cyber security
regulations?
14.1. Was the update enforced/compulsory?
Q 15. Is cyber security explicitly cross-referenced in (other) existing regulations covering:
15.1. Safety?
15.2. Physical protection?
15.3. Nuclear material accountancy and control?
Q 16. Do the various licensing processes for nuclear facilities contain explicit considerations for cyber
security?
16.1. Is cyber security part of the design process of a nuclear facility?
16.2. Is licensing contingent on the development of a cyber security plan?
16.3. Is licensing contingent on performance of a cyber security assessment?
16.4. Are standards required/referenced?
16.5. Does it require people to be trained in cyber security?
Q 17. Does the certification process for individual systems (hardware/software) explicitly address
cyber security considerations?
If so, for which systems:
17.1. Systems relevant to safety?
17.2. Systems relevant to security?
17.3. Systems relevant to Nuclear Material Accountancy and Control?
17.4. Business systems?
Q 18. Is a national competent authority designated to conduct cyber threat assessment for nuclear
facilities?
18.1. Do the assessments receive the input of national intelligence?
18.2. Are these assessments made available to the facilities?
18.2.1. If so, how is threat information communicated to the facilities?
18.3. Does the State utilize a Design Basis Threat (DBT) for its nuclear facilities?
18.3.1. If so, are cyber threats incorporated into the DBT as an integrated component or as a
separate cyber-DBT?
Q 19. Does the competent authority provide or facilitate training on cyber security issues?
19.1. For its own staff? Inspectors?
19.2. For operators?
19.3. What is the focus of training?
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Are the following topics covered?
19.4. Regulatory compliance?
19.5. Generic cyber security?
19.6. Incident response?
19.7. Cyber security of Instrumentation and Control (I&C) systems?
Q 20. Does the competent authority conduct regular inspections focusing on cyber security issues?
20.1. What is the nature and scope of the inspections?
20.2. Which methodology is used for the inspections? (E.g. performance-based, compliancebased...)?
20.3. What are the competencies of the people conducting the inspections (e.g., training,
education, or certification)?
20.4. How often are they conducted? What is their duration?
20.5. Must the facilities also perform self-assessments or performance tests?
Q 21. Is the nuclear supply chain regulated/controlled?
21.1. If so, are the cyber security elements of the supply chain explicitly regulated?
Q 22. Does the competent authority conduct vetting or trustworthiness checks for individuals or third
parties accessing or managing sensitive digital systems (I&C systems, computers…)?
Q 23. Is there any compulsory training on cyber security for individuals or third parties accessing or
managing sensitive digital systems?
23.1. If so, please describe the mandatory requirements (i.e. training name, duration, and
periodicity).
Q 24. How is the cyber security of activities outside the nuclear sector (but relevant to nuclear
security) regulated (e.g. import/export of technology, legal activities, etc)?
24.1. In particular for law enforcement activities?
Q 25. Does your country have any national educational program on nuclear security?
If so, are these:
25.1. University degrees
25.2. Certifications
25.3. Trainings
25.4. Others
Q 26. Does your country have any national educational programs on IT and/or Cyber security?
If so, are these:
26.1. University degrees
26.2. Certificates
26.3. Trainings
26.4. Others
Q 27. Does your country have any national educational programs for nuclear IT and/or Cyber security?
If so, are these:
27.1. University degrees
27.2. Certificates
27.3. Trainings
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27.4. Others
If not:
27.5. Are there plans to establish one?
27.6. Which area of education would be affected?
Do/would these educational programs follow relevant specifications from:
27.7. National bodies?
27.8. International bodies?
27.9. If so, which ones (i.e. Regulator, ISO, IAEA)?
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11 Appendix 2 – List of Abbreviations
AHGNS

Ad Hoc Group on Nuclear Security

CPPNM

Convention on the Physical Protection of Nuclear Material

DBT

Design Basis Threat

EC

European Commission

ENSREG

European Nuclear Safety Regulators Group

EU

European Union

IAEA

International Atomic Energy Agency

IC

instrumentation and control

ICT

information and communication technology

IS

information systems

ISS

Institute for Security and Safety at the Brandenburg University of Applied Sciences

NMAC

nuclear material accounting and control

NPP

nuclear power plants

NTI

Nuclear Threat Initiative

WINS

World Institute of Nuclear Security
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